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MMOJOXEHHUE
00 o0ecniedeHHH 0€30NMACHOCTH MEPCOHAIBHBIX JaHHBIX

1. OO0111E TOJIOKEHUS

1.1.Hactosimee [lomoxkenune ompenemnsieT MOPsAAOK BBIPAOOTKH NPABOBBIX, OPTaHU3AIMOHHBIX U
TEXHHYECKHX Mep N0 00ecredyeHHI0 Oe30MacHOCTH NEePCOHANBHBIX JAHHBIX IPH HUX
oOpaboTtke B~ MyHHIMIIaJPHOM  aBTOHOMHOM  0Opa30BAaTEIBbHOM  YUPEKICHHH
JIOTIOJTHUTETBPHOTO 00pa3oBanus «JleTckas mkomna mickycctB Ne 3» ropoxa Tomcka (mamee —
YUpEKICHHUE, OTIepaTop).

1.2.TepmuHbl W oOmpeAeNeHUs, HUCHOJb3yeMbie B [l0J0KEHWH, TOJUIeKAT TPUMEHEHUIO |
TOJIKOBAHHUIO B 3HAUYEHHUH, YCTAHOBICHHOM:

@enepanbHbiM - 3akoHOM  oT 27 wmrons 2006 1. Ne 149-©3 «OO6 wuHpopmanuwy,
UH(QOPMAIIMOHHBIX TEXHOJOTHSIX U O 3aIIUTe HHPOPMALIUIY;
OepaepanbubiM 3akoHOM 0T 27 utoiist 2006 1. Ne 152-03 «O nepcoHaNbHBIX TaHHBIX.

2. Omnpenenenne yrpo3 6€30MacHOCTH NMEPCOHATBHBIX TAaHHBIX MPU HX
00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX

B yupexnenun umerorces cienyromne nHPOpMaMOHHbIE CUCTEMbI IEPCOHANIBHBIX JAHHBIX:

[IEpCOHAJIbHBIE KOMITBIOTEPHI,

CUCTEMa BUJICOHAOIIIOICHUSI.

[lepconanbHble KOMIOBIOTEPHI, B CBOIO OYEPEIb, COJEPKAaT MH(OPMALMOHHBIE CHUCTEMBI —
nporpaMMHoe  obOecriedeHue. Bc€  ycTaHOBIEHHOE MPOrpaMMHOE  OOecreyeHHe — SBISETCS
CepTUPHUINPOBAHHBIM U JIUIICH3HOHHBIM.

B oTHOmIEHNM Ka)KIOW CHCTEMBI NMPOBOAUTCS KiIAacCH(UKAIUS JIJsl YCTAHOBJICHUS YPOBHS
samumieHHoCcTH. [1o ntoram knaccudukaruu ais UCITJ] ycranaBmuBaeTcsi ypoBeHb 3alIUIIEHHOCTH
NEPCOHAIBHBIX JAHHBIX.

3. HpI/IMCHeHI/Ie OpraHU3allMOHHBIX U TCXHUYCCKHUX MEP I10
o0ecIIeueHHIO OS30IMacHOCTH NEPCOHAJBHBIX TAHHBIX IIPHU UX

00paboTKe B MH(OPMAIIMOHHBIX CHCTEMAaX IMEPCOHAIBHBIX JAHHBIX
4.
B yupexnenun, ¢ ygerom tpeboBannii nmpukaza ®CTOK Poccum ot 18 despans 2013 r.

Ne 21 «O06 yrBepkaennu CocTaBa W COIEp)KaHHMS OPTaHU3AIMOHHBIX M TEXHHUYECKUX MEp IO
obecriedeHn0 0€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX TpU WX 00paboTke B HMH(DOPMAIMOHHBIX
CHCTeMax TIIePCOHAIBHBIX JIaHHBIX» IPHUMEHSIOTCS CIIEAYIONIHEe Mephl TI0  00eCIeYeHHIO
0€30MaCHOCTH TEPCOHATBHBIX JaHHBIX MpH HX 00padoTke B HMH(MOPMAIMOHHBIX CHUCTEMaX
NIEPCOHABHBIX JIAHHBIX:

uaeHTU(GUKaIKS U ayTeHTUPUKALUS CYyOBEKTOB OCTyNa U 00BEKTOB IOCTYIA;

3alUTa MAIIMHHBIX HOcWUTeded wuH(opmanmMu, Ha KOTOPBIX XpaHsaTcs U (WIN)
00pabaThIBatOTCs MEPCOHATbHbBIE TaHHBIE;

AHTUBHUPYCHAs 3aILIUTa;

KOHTPOJIb (aHAJIN3) 3alUILEHHOCTH EPCOHAIBHBIX TaHHBIX;



BBISIBIICHHE WHIIMJCHTOB (OHOTO COOBITHS WM IPYMITBI COOBITHIT), KOTOPHIE MOTYT PHUBECTH
K cO0sSM MM HapylleHH0 (YHKIUOHUPOBAHUS HMHPOPMAIMOHHOW cHCTeMbl W (WIH) K
BO3HUKHOBEHHIO YIp03 O€30MMaCHOCTH MEPCOHANBHBIX JAHHBIX, U pearupoBaHue Ha HUX.

5. IlpumeHeHHEe MPOLIEANINX B YCTAHOBIEHHOM MOPSIKE MPOLEAYPY
OLICHKH COOTBETCTBUS CPEJCTB 3aIUThI MH(DOpMALIUU

Ha UCITIJ] — nepcoHanbHbIX KOMITBIOTEPAX UMEETCSI AaHTUBUPYCHAS 3alUTa.

6. Omenka 3(p(HeKTHBHOCTH MPUHIUMAEMBIX MEp 110 00ECTICUCHUTIO
0€30I1acCHOCTH MEPCOHANBHBIX JIAHHBIX JI0 BBOJA B 3KCILTyaTAIUIO
MH()OPMAMOHHOI CUCTEMBI TEPCOHATBHBIX TAHHBIX
7.
[lepen ycraHOBKOW WH(OPMAIMOHHON CHCTEMBI IEPCOHAIBHBIX JAHHBIX IMTPOBOIAMIOCH

W3YYEHUE JTAHHBIX aHTUBUPYCHOMN 3aIUTHI.

8. Yuer MalIMHHABIX HOCUTENCH IMEPCOHAJIBHBIX JaHHBIX
HOCKOJILKy oneparop MNEpPCOHAJIBHBIX AAHHBIX ABJIACTCA MYHUIHIAJIBHBIM YYPCKICHHUCM,

MAaIIIMHHbBIC HOCUTEIIN MEPCOHATBHBIX JJAHHBIX OTHECEHBI K 0CO00 IIEHHOMY JIBIDKUMOMY UMYIIECTBY
1 TIOJITIEKAT 0COOOMY YUETYy.

9. OOHnapyxeHnue (pakTOB HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K
MEPCOHAIBHBIM JIAHHBIM U MIPUHSATHE MEP, B TOM YUCIE MEp 110
0oOHapyKEeHUIO, MIPEAYNPEKICHUIO U JIMKBUIALINU TOCTIEACTBUN

KOMIIBIOTEPHBIX aTaK Ha MH(OPMAIIMOHHBIE CHCTEMBI IEPCOHATBHBIX
JAHHBIX U 10 PEarnpOBaHUIO HA KOMIIBIOTEPHBIE HHIUIEHTHI B HUX

VYdpexxaeHneM BBEIEH pPEeKUM TOTOBHOCTH K OOHApPYKEHHIO HECAHKIIMOHWPOBAHHOTO
JoCTymma K TepcOHANBbHBIM  nmaHHBIM. C  paOOTHUKAaMH, OCYHISCTBIIOMIAMHU  00pabOTKY
NEePCOHANBHBIX JAaHHBIX, MPOBEACHA pPa3bsCHUTEIbHAs paboTa O HEOOXOJMMOCTH ONEPATUBHOTO
pearupoBaHus Ha yreuku [1/1.

C paOOTHUKOB YyuYpeXIEHUs, HMMEIOUIMX JOCTYH K TIEePCOHAIBHBIM JaHHBIM, B3STHI
00513aTENILCTBA O HEPA3TIIALICHUH ITePCOHAILHBIX JJAHHBIX.

10. BoccranoBnenue nepcoHaabHBIX JaHHBIX,
MOIH(DUTINPOBAHHBIX
WJIH YHAYTOKEHHBIX BCJICJICTBUE HECAHKIIMOHMPOBAHHOTO JOCTYTIA K

HUM
VYupexnenuem npeanpuHuMaloTcsi Mepbl pezepBHoro konupoBanust UCII/.

11. VYcTaHoBNIeHNE TPaBUII JOCTYTA K IEPCOHANBHBIM JJAHHBIM,
oOpabaTheiBaeMbIM B HH(POPMAILIMOHHON CUCTEME MEPCOHAIBHBIX
JTAaHHBIX, a TAKKe 00eCIIeYeHUEM PETUCTPALIUH U yueTa BCeX
NEHCTBHI, COBEPIIAEMBIX C IEPCOHAILHBIMU JaHHBIMU B
MHPOPMALMOHHON CHCTEME MEPCOHATBHBIX TaHHBIX

[Ipukazom ydpekIeHusi YCTaHOBJIEH CIIUCOK PaOOTHUKOB YUPEKACHUS, UMEIONIMX JTOCTYI K
nepcoHaNbHBIM JaHHBIM. Kaxnomy paGotHuky mns ayrentuduxanuu B VICIIJ BeimaH joruH H
naposib.



12. KoHTpo:b 3a MpUHIMAEMBIMU MEpaMH 110 00ECTICUSHHUTO
0€30MMacHOCTH NMEPCOHANIBHBIX JAHHBIX U YPOBHS 3aIUIIIEHHOCTH
MH(POPMAITMOHHBIX CUCTEM MEPCOHANBHBIX JAHHBIX.

OmvH pa3 B TpU rofa YUYpEKIACHHEM IPOBOIAUTCS BHYTPEHHUN KOHTPOJIb COOTBETCTBHS
00pabOTKM MEPCOHANBHBIX JAHHBIX TPEOOBaHHUSAM K 3allUTE MEPCOHANbHBIX JAaHHBIX, MOJUTHKE
oreparopa B OTHOUICHHH 0OpaOOTKHM MEepCOHANBHBIX MaHHBIX. [10 MTOraM BHYTpEHHErO KOHTPOJIS
COCTaBJISIETCS] COOTBETCTBYIOLIHUI aKT, MOATBEPKIAIONIMNA OCYIECTBICHNE BHYTPEHHETO KOHTPOJIS U
(um) ayauTa COOTBETCTBHS OOpabOTKM MEpPCOHAIBbHBIX JaHHBIX DenepaibHOMY 3akoHY «O
NEPCOHAIBHBIX JAHHBIX).
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